IMucoMmo0> Munodopuayku Poccun ot 14.05.2018 N 08-1184
"O HanpasJjienuu uHpopmanun' (Bmecrte €
"MeToaM4YeCKMMH PEKOMEHIANMAMM 0 pa3MellleHUH Ha
HH(POPMALMOHHBIX CTEHAAX, O(PULIHATBLHBIX HHTEPHET-
calTax u Apyrux MvH(GOPMaIMOHHBIX pecypcax
0011e00pa3oBaTe/IbHbIX OPraHU3alUid U OPTraHoB,
OCYLIEeCTBJIAIOIINX YIIPaBJdeHHe B chepe 00pa3oBaHus,
uHPpopManuu 0 0€30MACHOM IOBEACHUH H
UC0JIb30BaHuU ceTH ""UHTepHeT')

MMHUCTEPCTBO OBPA30BAHWA U HAYKH POCCUMCKOUW ®EJEPAIIMU
JIEMAPTAMEHT I'OCY/IAPCTBEHHOM IMTOJINTUKH B COEPE
OBIIETO OGPA30BAHMUA

[IMCbMO
oT 14 maa 2018 . N 08-1184

O HAITPABJIEHUU NH®OPMALIUU
JlemapTaMeHT rocyJapCTBEHHOW NOJMTHUKU B cpepe o0611ero odbpazoBaHuss MHUHOOpPHAYKHU
Poccuu HampaBisieT JAJd cBeJleHHMs pa3paboTaHHble BpemeHHol komuccueit CoBeta
denepauuu Mo pa3BUTHI0O HHGOPMAIMOHHOTO 0O6IecTBa MeTOAUYEeCKHe DeKOMeHJalUuu O

pasMellleHUM Ha UHPOPMALUOHHBIX CTeHJaX, OQUIHUAJbHBbIX MHTEPHET-CAUTax WU JPYyrux

MHQOPMALlMOHHBIX  pecypcax  o00leob6pa3oBaTeJbHbIX  OpraHU3allMd W OpPraHoOB,

OCYIeCTBJSALIMX yIpaBJieHue B cdepe 06pa3oBaHus, UHPOpPMaLMKU 0 6€301aCHOM NOBeIEHUU
Y MCIOJIb30BaHUU ceTH "MHTepHeT".

JupekTtop JlenapTamMeHTa

A.EIIETPOB

[Ipunoxenuve
METOAWYECKUE PEKOMEHALIUU
0 PASMEIIEHWHY HA UHOOPMALIMOHHBIX CTEHZAAX, OPULIUAJIbHBIX

WHTEPHET-CAWUTAX U JIPYTUX UH®OPMAILIMOHHBIX PECYPCAX
OBILIEOBPA30BATEJ/IbHBIX OPTAHU3ALIMH U OPTAHOB, OCYIIIECTBJIAOIIMX
YIIPABJIEHUE B COEPE OGPA30BAHUA, THOOPMALIMU O BE30ITACHOM
[TIOBEJEHHWU U UCITI0JIb30BAHUU CETHU "MUHTEPHET"

JkcneptaMu W 4jaeHaMu BpemeHHo#l komuccuu CoBeta Pejiepallid 1O Pa3BUTHIO

PIHCl)OpMaLII/IOHHOI‘O 06H.IECTB3 B paMKaxX BbIIIOJIHEHHA pEKOMeH,ELaU,I/Iﬁ [MapJIaMEeHTCKHUX
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cayumaHuM "AKTyaJibHble BOINPOChI oObecrniedeHUs1 6€30MAaCHOCTM M pa3BUTHUA JeTel B

MHbOPMaLMOHHOM NpOCTpaHCcTBe", KoTophle npoiiu B CoBete Penepaunu 17 anpens 2017 r.,

O6bLIM pa3paboTaHbl MeTOJHUYECKHE PEKOMEHJAlMU O pa3MellleHUH Ha MHPOPMalMOHHbIX

CTeHJax, OGQUIHUAIbHBIX HWHTEpHeT-caTaXx M JApyrux UHPOPMALUOHHBIX pecypcax

0011e06pa3oBaTe/IbHbIX OpraHU3allMii U OPraHoOB, OCYLIECTBJSIOLIMX yIpaBjieHUe B cdepe

o6pa3oBaHus, MHPoOpPMALKMK O 6€30MacCHOM MOBEJEHUU U HCIOJIb30BaHUU ceTu "WHTepHeT"

(masee - MeTOIMYECKHE pEKOMEH/JAIHH ).

MeToauyeckue peKOMeHJALUM HalpaBJeHbl Ha KayeCTBEHHOe IMOBBIIIEHWE YPOBHSA

MHOOPMALIMOHHON [1eATeJIbHOCTH  0011e06pa3oBaTe/IbHbIX OpraHM3alldii W  OpraHoB,

OCYIEeCTBJSIIOLIMX YIIpaBJeHHe B cdepe 06pa3oBaHuUs, B HaCTU HHGOPMUPOBAHHUS yUAIIUXCS,

UX poauTesiell (3aKOHHbIX NMpeJCTaBUTeseN) U MeJarorudyecKux paboTHUKOB 06 OCHOBHBIX

acrekTax MHGOpPMaIMOHHOUN 6e30MacHOCTH.

MeToan4eckue peKOMeH/aluu 03BOJIAT 0611e06pa3oBaTe/IbHBIM OpraHU3alUsM U OpraHaM,

OCYIEeCTBJISIIOLIMM yIpaBjeHue B chepe 06pa3oBaHUs, aKTyaIM3UPOBATD yKe UCIOJIb3yeMble

U pasMelleHHble WHPOpPMALMOHHbIE MaTepuasbl, TaK U MNOATOTOBUTb HX B CJIydae HX

OTCYTCTBHS C y4€TOM JIyYIIHUX IPAKTUK U PEKOMEHAAl UM,

B paMkax MeToJMuYeCKUX peKOMeHAalMi pacCMaTpUBAIOTCA CJeAYOLe UHCTPYMEHThI:

1. utHOpMaIMOHHBIE CTEH/IbI;

2. oduIMaIbHbIE UHTEPHET-PECYPChI;

3. cpezicTBa MaccoBoU MHGOpMaL MU (LLIKOJIbHBIE ra3eThl, e JarorHieckue U3JaHus U Jpyrue).
MHpopMaLMoHHbIE CTEH/IbI

Ha nHpopMalMOHHBIX CTEH/AaX B 0011e06pa30BaTeJbHbBIX OPTaHU3AIUAX, PACIOJJIOKEHHBIX B

doiie yupex/eHMi ¥ B KabMHeTaX, OCHAllleHHbIX IEPCOHA/IbHBIMU YCTPOUCTBAMHU /11 BBIXOZA

B ceTb "MHTepHeT", peKkoMeH/yeTCsd pa3MecTUTb MHPOPMALlMOHHbIE MAMATKH, COJlepKallne

OCHOBHBbIE COBETHI 10 00ecneyeHr0 MHPOPMaLlMOHHOW 6€30MacCHOCTH y4alluXCsl.

B npunokenun N 1 K METOJUYECKUM peKOMeHJAlMsIM NpeJCcTaBjeH obpasel] MaMsITKU JJist

pasMelleHUs HA MHQOPMALMOHHBIX CTEH/aX.

CpeacTtBa MaccoBoi HHOpMALIUU
B cpescTBax MaccoBoi HHGOpPMaL My, OpUEHTHPOBAHHBIX Ha 00y4YalolIUXCsl, pPEKOMEH/IYETCs B
Te4yeHWe Yy4yeOHOro roJla peryJspHo Nyo6/JUMKOBaTb HHGQOpPMALMOHHbIE MaTepHuaJbl,
MOCBsIIleHHbIE OT/E/JbHbIM aclieKTaM MHGOPMaIlMOHHONW 6e30MacHOCTH, a TAKXKe pa3JIMYHbIe
NaMsATKH 06L1ero xapakrepa.
B cpeacrtBax MaccoBod ~ MHPOpMalUK, OpPUEHTUPOBAHHbIX Ha  MeJarorhuyecKyro
00111eCTBEHHOCTb, PEKOMEH/IyeTCsl B TeUeHUe KaJIeHJapHOro roja peryJysipHO MyOJIMKOBAaTh
MHOpMallMOHHble MaTepHasibl, MOCBALIEHHbIE OT/eJbHbIM acneKkTaM HH(OpPMalMOHHOU
6e30MacHOCTU KaK HeCOBepIIEeHHOJIETHUX, TaK M 00611eo6pa3oBaTe/ibHbIX OpraHu3alnui, a
TaK)Ke pa3/IMyHble NaMATKH, 0630pbl HOPMAaTUBHO-IIPABOBOI'0 PeryJIMpOBaHUs JaHHOU chepbl
¥ MHOPMALMIO 0 aKTyaJIbHbIX MEPONIPUATHUSAX U COOBITUSAX B IaHHOM cdepe.
B xone npoBegenus EauHoro ypoka mo 6e3omacHocTd B ceTH "HHTepHeT" pekoMeHAyeTCs
06ecrnevyuThb BbINYCK TeMAaTUYECKOr0 BbINyCKa CpeJicTBA MaccoBOM MHpopMaLUu MO0 cepuun
ny6JuKaluui, CcpeAd KOTOPbIX pPAacCMOTPETb OpraHM30BaHHble MEPONPHUATHA  JJIs
obydJaroluxcs, HUX poauTesed (3aKOHHBIX TpeACTaBUTesNed) UM NeJaroruyeckomn
0011eCTBEHHOCTH.

OdunmanbHble UHTEpPHET-pECYPChI
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O61eo6pa3oBaTeIbHBIM OpraHU3alMsAM PeKOMEHYEeTCsI Ha CBOUX odHLMaIbHBIX UHTepHeT-

pecypcax ob6ecneduTb QYHKIUOHUPOBAHHUE CAMOCTOSITEJILHOTO U CIEelUaTU3UPOBAHHOTO

paszena "MHpopmanroHHas
cienytouieit UHGoOpMaLUu:

N  Paspgen/mogpasnen

JlokaJibHbIE
HOpMaTHUBHbIE aKThl B
chepe obGecreyeHust
HHPOpMaLMOHHOH
6e30MacHOCTH
1.06y4arouiuxcsa

HopmaTtuBHOe
2.peryJupoBaHue

[legaroruyeckum
3.paboTHHUKaAM

4.06yvaromumcs
PoguTtenssm (3aKOHHBIM
npeCTaBUTEJISIM)
5.00y4aromuxcs
JleTckue 0e30IacHbIe
6.CalThbI

6e30MacHOCTh", B paMKax KOTOPOTO NpeAyCMOTPETh pa3MelleHue

®opmMmar
npe/icTaBJIeHus
MaTepHuaJioB CopmeprkaHue MaTepHUaJioB

PasmemaroTca KONUU [JOKYMEHTOB, T.e.
CKaHUMPOBAHHbIA  BapUaHT  [JJOKYMEHTA,
COOTBETCTBYIOUIAHN TpebOBaHUIM K
napamMeTpaM CKaHHpoOBaHUs. PasmemjarnoTcs
JIOKyMEHTHI, perjiaMeHTUPYIOLME
OpraHu3alUio0 U paboTy C MepCOHATbHbIMU

Konuu JlAaHHBbIMH,  IJIaHbl ~ MEPONPUSATHH MO

JIOKYMEHTOB  BOOecCle4YeHHUIo HHPOpPMaALMOHHOH

¢dopmarte *PDF  6e3omacHOCTH 06y4arOLUXCA U APYTHE.
[ly6/IMKyIOTCA aKTya/IbHble CBeJEeHUS O
defepasbHBIX M PErMOHANBHBIX 3aKOHAX,
NUCbMax OpraHoB BJIACTU U Jpyrue

HOpPMaTHUBHO-MIPABOBbIE JIOKyMEHTHI,
perjiaMeHTUPYOILHe obecrnieyeHue
WHpOpMaLMOHHOH 6€e30MacHOCTHU

HecoBeplIeHHOJIeTHUX. [lonyckaeTcss BMECTO
Konun KOMUWA  pasMelaTb TUIEPCCbUIKKM  Ha
JIOKYMEHTOB  BCOOTBETCTBYHILIUE JOKYMEHTbl Ha CcauTax
¢dopmare *PDF  opraHoB rocy/japCTBeHHOU BJIaCTH.
Texcr HaPasmem,a}oTCH MeTO/Au4YecKue
peKoMeH/allMU U YKa3bIBaeTCsd UHPOpMaL s

CTpaHHUIle cahTa
0 MepOoMNpUATHUAX, MPOEKTaX U NpOorpaMMmax,

Konuu
HalpaBJIeHHbIX Ha NOBBIIIEHHE
JIOKyMEHTOB B b .
UHGOPMaLOHHON rPaMOTHOCTH
¢dopmarte *PDF pMat P
neJiaroru4eckux paboTHUKOB.
PasMemiaeTcs uH}opMalroOHHAs
namsTKa (npusoxenrve N 2) U yka3bIBaeTCs
uHbOpMalHUs 0 MEPONPUATHAX, IPOEKTaX U
nporpaMMax, HalpaBJieHHbIX Ha MOBBIIIEHHE
Tekct HavHpOpPMaIMOHHOM rPaMOTHOCTHU

CTpaHMLe caliTa 00y4aloIIUXCS.

Tekct HaPasmemaercsa MHbOpMalMOHHas
CTpaHUIle CalTa MaMATKa (npusoxenue N 3).

TekcTt HaPa3Melaerca uHbopmanus 0
CTpaHHULe CaTa pPeKOMEHJyeMbIX K  MUCIOJb30BAaHHUK B
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y4ebHOM mpolecce 6e30MacHbIX CaWTax,

6aHHepbl 6e30MacCHbIX JeTCKUX CAUTOB.
OpraHaM, OCyLIeCTBJISIIOIIUM yIpaBJeHue B chepe o6pa3oBaHUs, pEKOMEH/YEeTCS Ha CBOMUX
odunanbHbix MHTepHeT-pecypcax obecrnedyuTb GYHKIIMOHMPOBAHUE CAMOCTOSITENbHOTO U
crenMaaM3upoBaHHOro paszena "HHdopmanyoHHasg 6e30NacHOCTbL', B paMKaxX KOTOPOTO
IpeAyCMOTPEeTh pa3MellleHre cieaAyolield HHGOopMalLUu:

[Ipunoxenue N 1
[TAMATKA
JUIS OBYYAIOIIMXCA OB UHOOPMALIMOHHOW BE30ITACHOCTH JETEX

HEJIb34

1. BceM nozpsiz coo611aTh CBOIO YaCTHY0 UHPOpMaLuio (HacTosmue uMs, GaMuiuio, TeaedoH,
aZipec, HOMep IIKOJIbI, @ TaKXXe poTorpadpuu CBOH, CBOEU CEMbU U APYy3€eH);

2. OTKpBIBaThb BJIOKEHHbIE Qalibl 3JIeKTPOHHOU MOYTHI, KOT/la He 3Haellb OTIIPaBUTEIS;

3. py6uThb, npuaUpaTHCS, OKa3blBaTh aBJEHUE - BECTH Ce651 HEBEXKJINBO U arPeCCUBHO;

4. He pacnopsikaics JeHbraMU TBOeW ceMbU 6e3 paspelleHrs CTaplIMX - Bcerja CrpalimBain
poauTese;

5. He BcTpeyaiicsa ¢ UHTepHeT-3HAaKOMBIMHU B peajibHOM »KM3HU - IOCOBETYUCH CO B3POCJbIM,
KOTOPOMY Jl0Bepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaBay. YuTaewb o cebe HenpaBay B UHTepHeTe - cO0OIM 06 3TOM CBOUM
pOAUTEISAM UM OTIEKYHAM;

2. [IpursamanT nepenuckblBaThCs, UTPaThb, 0O6MEHHUBATHLCA - IPOBEPb, HET JIU [10/]BOXa;

3. HesakoHHOe konupoBaHue ¢paisioB B UHTepHeTe - BOPOBCTBO;

4. Bcerpa pacckasbiBai B3pOC/bIM O MP06JieMax B CETH - OHU BCera NOMOTYT;

5. Ucnosib3yit HacCTpOKM 6€30MacHOCTH U IPUBATHOCTH, YTOObI He MOTEPSTh CBOU aKKayHThI B
COLICeTAX U IPYTUX NOpTasiax.

MO>XHO

1. YBaxkall Apyrux nojb30BaTesen;

2. llonb3yeuibcst UHTEPHET-UCTOYHUKOM - JleJlall CChLIKY Ha HETo;

3. OTKpbIBal TOJILKO T€ CCbLJIIKH, B KOTOPbIX YBEPEH;

4. 06uaThCA 32 MOMOIIBIO B3POCJBIM - POJUTENH, ONIEKYHbI U a/IMUHUCTPAIMs CAUTOB BCerza
MOMOTYT;

5. lpo#iau o6yyeHure Ha caiiTe "CeTEBUYOK" M MOJYYU MACHOPT UPPOBOro rpakJjaHruHa!l

[Ipunoxenue N 2
MHOOPMAIIMOHHASA ITAMATKA
JJ11 OBYYAIOIMXCA /1A PASMEIIEHUA

HA O®ULIMAJIbHBIX UHTEPHET-PECYPCAX



C KaXJbIM I0/I0OM MOJIO/IEKH B UHTEPHETE CTAHOBUTHCA 60JIbllIE, a INKOJbHUKH OJJHU U3 CAMbIX
aKTHUBHBIX TMoJIb30BaTesed PyHera. Mexzay TeM, IOMHMO OFpPOMHOTO KOJIM4eCTBa
BO3MOXXHOCTEM, UHTEPHET HECeT U Npo6JeMbl. ITa NaMsATKa J0/KHA TIOMOYb Tebe 6e30macHo
HaXOJUTbCS B CETH.

KomnbroTepHble BUpPYChI

KoMnbloTepHBIA BUPYC - 3TO PAa3HOBUAHOCTb KOMIBIOTEPHBIX NPOrpaMM, OTJAUYUTESbHOMU
0COGEHHOCTbI0 KOTOPOU fIBJISIETCS CMOCOGHOCTb K pa3MHOXEHHI0. B pomnosiHeHUe K 3TOMY,
BUPYCbl MOTYT TOBpPeJUTb WJIM TMOJHOCTBIO YHHUUYTOXUTb Bce ¢aillsibl U [JlaHHbIE,
NOJAKOHTPOJIbHbIE MO0JIb30BaTe/0, OT HMEHH KOTOpOro Oblia 3alyllleHa 3apakeHHas
nporpamMMa, a Takxke MOBpPeJUTb WM JlaKe YHUYTOKUTb ONepPallMOHHYI0 CUCTEMY CO BCeEMHU
daitsiamMu B 11e/10M. B 60JIBIIMHCTBE C/IyyaeB PacCIpOCTPAHSAITCS BUPYChl Yepe3 HHTEPHET.
MeTo/ bl 3aLIUTHI OT BPeZ,OHOCHBIX TPOTPaMM:

1. Ucnonb3yii coBpeMeHHble OllepallMOHHbIE CUCTEMBI, UMeI0II1e Cepbe3HbINd yPOBEHD 3alUThI
OT Bpe/JlOHOCHBIX IPOrpaMM;

2. IlocTosiHHO ycTaHaB/AMBaW MNadyTH (UUGPOBbIE 3alJaTKH, KOTOpble aBTOMaTHUYECKH
yCTAHABJMBAOTCA C IeJbl0 J0paboTKH MporpaMMbl) M Jpyrue OGHOBJIEHHUS CBOeH
onepanoHHOM cucTeMbl. CKayMBal UX TOJILKO C 0pUIIMAIbHOTO caiiTa pa3pabotunka OC. Eciu
CYyLeCTBYET PEXXUM aBTOMAaTHYECKOTO 0OHOBJIEHHS, BKJIIOYHU €T0;

3. Paboraii Ha cBoeM KOMIIbIOTepE MO/, paBaMu M0Jib30BaTeJIs, a He a[MUHUCTPATOpa. ITO He
NO3BOJIUT OGOJIBULIMHCTBY BPEJOHOCHBIX NPOTpaMM HHCTA/JIMPOBAaTbC Ha TBOEM
IIepCOHa/IbHOM KOMIIbIOTEDE;

4. Wcnosb3yid aHTUBUPYCHblEe MpPOrpaMMHble MNPOAYKTHl HU3BECTHBIX MPOU3BOAUTEJNIEH, C
aBTOMaTU4YeCKUM OOHOBJIEHHEM 0a3;

5. OrpaHuyb GpU3MYECKUN JOCTYN K KOMIIbIOTEPY /1Sl IOCTOPOHHUX JIULL;

6. Ucnosib3yl BHellHMe HOCUTENM MHPOpPMaLUM, Takue Kak ¢Jelika, JUCK Wad a1 U3
VHTEPHETA, TOJIbKO U3 MPOBEPEHHbBIX UCTOYHUKOB;

7. He oTKkpbiBail KOMIIbIOTEepHbIe $aiJibl, MOJyYeHHbIE U3 HEHA/|EXKHBIX UCTOYHUKOB. [laxe Te
dailbl, KOTOpBIE MPUC/a] TBOM 3HAaKOMBIH. Jlydllle YTOUHU Y HEro, OTIPaBJIs JIU OH Tebe UX.
Cetn WI-FI

Wi-Fi - aTo He BU/| lepeiayy JlaHHBIX, HE TEXHOJIOTH, a BCero JIUIIb 6peH, mapka. Eme B 1991
rofy HUJepJiaHJcKasd KoMIaHus 3apeructpupoBasa 6Openp "WECA", yto o603Havaso
cnoBocovyeTaHue "Wireless Fidelity", koTopbiii mepeBoAUTCA Kak "6ecpoBoHAsA TOUHOCTD".
Jlo Hallero BpeMeHHU JiolLia Apyras abbpeBUaTypa, KOTopas siBJsIeTCs TaKOU e TeXHOJIOTUEH.
Jdto ab6peBuarypa "Wi-Fi". Takoe Ha3BaHMUe ObLJIO JJaHO C HAMEKOM Ha CTaHAAPT BbICIIEH
3BykoBOM TexHUKH Hi-Fi, 4To B nepeBozie 03Ha4aeT "BbICOKasA TOYHOCTB".

Ja, 6ecniaTHbIM WHTEpPHET-AOCTYyNn B Kade, OTeNsIX U a3poONopTax fABJISAETCH OTIUYHOHU
BO3MO>XHOCTBIO BbIX0/Ia B UHTEepHET. HO MHOIrMe 3KCNepThl CYUTAIOT, UTO 061eA0CcTynHbIe Wi-
Fi ceTu He aBAI0TCA 6€30MaCHBIMU.

CoBeThl 10 6€30MaCHOCTH PaboThI B 06111e0CTYNHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoto JIMUHYIO MHbOpMalUio yepe3 obuieaoctynHbie Wi-Fi ceTu. Pa6oTas B
HUX, )KeJIaTeJIbHO He BBOJAUTD APOJIU JOCTYTA, JIOTUHBI U KaKHe-TO HOMepa;

2. Ucnonb3yil M OOHOBJIAM aHTUBUPYCHble NpOrpaMMbl U OpaHaMayep. TeM caMbIM Thl
obe3onacuulb ce6s1 OT 3aKa4KU BUpPYyca Ha TBOe yCTPONCTBO;



3. [lpu ucnonbzoanuu Wi-Fi oTkintoun ¢pyHkuuo "O61mui goctyn K ¢paiaaM U npuHTEpam".
JlaHnHast GyHKIMS 3aKpbITA 10 YMOJTYAHUIO, OJJHAKO HEKOTOPbIE M0JIb30BaTENU aKTUBUPYIOT ee
JUIs1 y00CTBA UCMO0JIb30BaHUS B paboTe WU yuebe;

4. He ucnonb3yit nyo6nunbid WI-FI a1g nepefjauu IMUHBIX AAHHBIX, HAPUMED [J1s1 BbIX0/1A B
COLlMaJIbHble CeTH UJIM B 3JIEKTPOHHYIO NOYTY;

5. Ucnonib3yii TosIbKO 3amuiieHHoe coeuHeHue yepes HTTPS, a ne HTTP, T.e. npu Ha6ope Be6-
ajipeca BBou uMeHHo "https://";

6. B Mo6ubHOM TesedpoHe oTka0un dyHKUMIO "lloakatouenue k Wi-Fi aBTomatuuecku”. He
JlONyCKall aBTOMAaTHU4Y€eCKOTo NOAK/IYeHUs ycTpoicTBa K ceTaM Wi-Fi 6e3 TBoero corJiacus.
CouajibHbIe CETH

ConasbHble CETH aKTUBHO BXOJSIT B HAlly >XU3Hb, MHOTHE JIIOJW PAabOTAIOT U XUBYT TaM
NOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUJJIMApP/, YeJOBEK, YTO SBJAETCA OJHOMU
ce/lbMOM BCeX XKHTeJied MJaHeTbl. MHOTHeE 0JIb30BaTe/JN He NOHUMAIOT, YTO MHPOpMaLUs,
pa3MelleHHas MU B COL[UAJIbHBIX CETSX, MOKET ObITh Hal/leHa U UCII0JIb30BaHa KeM YTO/[HO, B
TOM 4YMCJIe He 00513aTe/IbHO € 6J1arMMy HaMepeHUSIMU.

OcHOBHbIE COBETHI 110 6€30MaCHOCTH B COLIMa/IbHBIX CETSX:

1. OrpaHuyb CIUCOK Apy3el. Y Tebs B Apy3bsX He JOKHO OBbITh CIyYaWHBIX U HE3HAKOMBIX
JII0Ien;

2. 3amMuiai CBOI YacCTHYIO *XU3Hb. He yka3sbiBail mapouiy, TesnedoHbl, aJipeca, AaTy TBOEro
pPOXAEHUS U APYTyl0 JIUYHYI0 UHPOpMaLUI0. 3JI0YMBIIIJIEHHUKHA MOTYT HUCIOJIb30BaTh Aaxe
MHPOPMaLMIO O TOM, KaK Thl U TBOU POAUTEJIN IIJIAHUPYETEe NPOBECTU KAHUKYJIbI;

3. 3auuiai CBOIO penyTalMio - Jep>KU ee B UMCTOTe U 3aJjaBal cebe BONMPOC: XOTeJ Obl ThI,
YTOOBI Jpyrue IMOJb30BaTeJH BUJEH, UYTO Thl 3arpyaeilib? [logymai, mpex/je 4eM 4YTO-TO
Oony6JINKOBATh, HAMCATh U 3arPy3UTh;

4. Ec/iv Thl TOBOPUIIDb C JIDAbMH, KOTOPBIX He 3Haelllb, HEe UCNO0JIb3yH CBOe peasibHOEe UMS U
JPYTYI0 IUYHYI0 HHPOPMALIMHU: UMs, MECTO KUTEJIbCTBA, MECTO y4eObl U IPOUEE;

5. U36eraii pasmenienusi ¢ororpaduili B UHTepHeTe, rjie Thl U300paKeH HA MECTHOCTH, IO
KOTOPOM MOXXHO ONpeJieJINTh TBOE MECTOIOJIOKEHHE;

6. [Ipy perucTtpayuu B COLMAJbHOM CeTH HEOOXOJAUMO HCII0JIb30BaTh CJIOXHbIE NApOJIH,
cocTosiMe U3 6yKB U [UQP U C KOJIMYECTBOM 3HAKOB He MeHee 8;

7. JJ1sl COLMAZIBHOM CETH, MOYTHI U APYTUX CAUTOB HEO6XO0JUMO HCII0JIb30BATh Pa3Hble MAPOJIH.
Torpa ecnv Te6s1 B3J1I0MalOT, TO 3JI0YMbIIIJIEHHUKHU IOJIYYaT JOCTYH TOJBKO K OJHOMY MeCTY, a
He BO Bce Cpas3y.

JJIeKTPOHHBbIE JJeHbI'!

JJIeKTPOHHbIE JEeHbI'M - 3TO OYeHb YyAOOHbIM CHOCOO MJaTeXel, OJHAKO CYLIeCTBYIOT
MOIIEHHUKH, KOTOPbI€ XOTAT NOJYYUTb 3TH J€HbTU.

JJIeKTPOHHbIE [EeHbl'M MOSBUJIWCb COBCEM HEJAABHO M HMMEHHO M3-3a 3TOr0 BO MHOTHX
rocy/lapcTBax /10 CUX MOP He MPONUCAHO PO HUX B 3aKOHAX.

B Poccum ke oHM QYHKIMOHUPYIOT U O HUX yKe MPOIMUCAHO B 3aKOHE, T/le UX Pa3zessaioT Ha
HECKOJIbKO BU/IOB - aHOHUMHbIE U He aHOHUMHbIe. PazHUIa B TOM, YTO aHOHUMHBIE - 3TO Te, B
KOTOPBIX paspellaeTcsi NPOBOJAUTHL omepanuud 6e3 HAeHTHPUKALUU M0Jib30BaTess, a B
HeaHOHUMHBIX UIeHTUPUKALMSA [10/1b30BaTeJIs ABJISAETCA 003aTeJTbHOM.

Takxke cienyeT pasiuyaTb 3JIeKTPOHHble (QUATHble JeHbI'M (paBHbl TOCYAapCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHbIe HepHaTHbIE JIeHbI'M (He paBHbI I'OCY/JapCTBEHHBIM BaJIl0OTaM ).



OcHOBHBIe COBeTHI 110 6e30MacHOM paboTe C 3JIEKTPOHHbIMU JIeHbIaMU:

1. MpuBsku K c4yeTy MOOHWJIbHBIN TesedoH. ITO caMblil YJOOHBIM M OBICTPBIA CIOCO6
BOCCTAaHOBUTb [JOCTYyN K cyeTy. [IpuBsizaHHbI TesiepoH MOMOXKET, ecau 3abyjellb CBOH
MJIaTEXHbIN NapoJib WU 3ali/lelllb Ha CAUT C HE3HAaKOMOTO YCTPOMCTBa;

2. Ucnonb3y# oiHOpa3oBble napoJu. [locie nepexosa Ha YCUJIEHHYIO aBTOPU3aLUI0 Tebe yxe
He OyJIeT YIrPOKaThb ONMACHOCTb KPaXkH UJIM IlepexBaTa MJIaTeXXHOTro MapoJis;

3. Boibepu cioxHBIM Maposib. [IpecTynHUKaM 6yZeT He MPOCTO yraZlaThb CJAOXKHBINA MapoJib.
HapexxHble mapoJiu - 3TO NapoJik, KOTOpbIe CoZlepKaT He MeHee 8 3HAaKOB M BKJIKOYAIOT B cebs
CTPOYHbIe U NPONUCHBbIe OYKBbI, UUPPbI U HECKOJBKO CUMBOJIOB, TaKWe KaK 3HaK J0/u1apa,
byHTa, BOCK/IMIIAaTeIbHbBIN 3HaK U T.I. Hanpumep, $tROng!;;

4. He BBOZiM CBOU JIMYHBIE JAHHbIE HA CaliTaX, KOTOPBIM He J0Bepsiellb.

JJIeKTpOHHas No4uTa

JJIeKTpOHHAsA NOYTa - 3TO TEXHOJIOTUSl U TNpeJoCTaB/isieMble €10 YCJAYTU MO0 NepecblIKe U
NOJIyYEHUIO 3JIEKTPOHHBIX COOOLIEHHH, KOTOpble pacnpesessiloTC B KOMIBIOTEPHOU CETH.
00OBIYHO 3JIEKTPOHHbIN MOYTOBBIN AIUK BBITJIIAUT cJleAy0LUM o6pasoM:
MM _TI0JIb30BaTeNsI@uUMs_JloMeHa. TakKe KpoMe IepeJjlaid IpPOCTOr0 TeKCTa, HMeeTcs
BO3MOXXHOCTb NepeiaBaTh Gpaiibl.

OcHOBHBIE COBETHI 10 6€30NacCHOM paboTe C 3JIEKTPOHHOW MOYTOM:

1. Hapgo BbIOpaTh mpaBUJIBHBIM NOYTOBBIM CcepBUC. B MHTepHeTe eCTb OrpPOMHBIM BBIOOD
fecniaTHbIX IOYTOBBIX CEPBHCOB, O/JHAKO JIyullle ZJ0BEPATh TEM, KOT0O 3Haelllb U KTO NepBbIX B
pPEWUTUHTE;

2. He ykaspiBalli B JIMYHOM MNouTe JM4YHylO HHbopmauuw. Hampumep, sydiie BbIOpaTh
"My3blKa/bHbIN_(paHaT@" nau "pok2013" BmMecTo "Temal3";

3. Ucnonb3y# ABYyX3TalHYO0 aBTOPU3aLUI0. ITO KOrJla IOMUMO MapoJisi HY»KHO BBOJAUTb KOJ,
npucblaaeMblid no SMS;

4. BoibepH C/I0XHBIN MapoJib. JJisl KO¥KA0ro NOYTOBOTO AIHMKA JOKEH ObITh CBOM HaJleXKHbIH,
YCTOWUYUBBIN K B3JIOMY MApOJib;

5. Eciu ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOM JIMYHBIM BOIPOC, MUCHOJB3YyH 3Ty
BO3MO>XHOCTb;

6. Ucnosib3y#i HECKOJIBKO MOYTOBBIX AIMKOB. [lepBbIi /1711 YaCTHOM NepeNnuCcKH € ajjpecaTaMy,
KOTOPBIM ThI JJ0Bepsellb. ITO 3JIEKTPOHHBIN aJipec He HaZl0 UCNO0JIb30BaTh IPU PETUCTPALUHU
Ha ¢opyMax U calTax;

7. He oTkpbiBail ¢paityibl U Apyryve BJIOXKEHUS B NMUCbMaX, Jla’Ke €C/IM OHU NMPULIJIM OT TBOUX
JApy3ei. Jlydiie yTOUHU Y HUX, OTIPABJISIJIU JIU OHU Tebe 3TH daiJibl;

8. [locsie okoHYaHUS pabOThl HA MOYTOBOM CEpPBHUCE Nepe], 3aKPbITUEM BKJIAJKU C CAUTOM He
3a0y/1b HAKaTh HA "BbIATH".

Ku6epOy/I/IMHT WU BUPTYaIbHOE U3/1€BAaTENbCTBO

KubepOysiMHT - TpeciefoBaHUE COOOIIEHUSMH, COJEpKALUMHA OCKOpPOJIEHUS, arpecculo,
3anyruBaHue; XyJIUMTraHCTBO; COLMaJIbHOE O0OMKOTHPOBAHUE C MOMOIIbIO PA3JIMYHBIX UHTEPHET-
CEpPBUCOB.

OcHOBHbIE COBETHI 110 60pbOE ¢ KUOEPOYJIJTUHTOM:

1. He 6pocatica B 60H. Jlyyminii cnoco6: NOCOBETOBATbCA KaK cebsl BECTU U, €CJIU HET TOTO, K
KOMY MOXHO 00paTUTbCSl, TO BHayajJe YCNOKOWTbCA. EcayM Tbl HayHellb OTBeYaTh
OCKOpPOJIEHUSIMU Ha OCKOPO6JIEHHS], TO TOJILKO ellle 60JibIle pa3oxKkellb KOHPJIUKT;



2. YupaBJssiii cBoel KubeppenyTanuen;

3. AHOHUMHOCTb B ceTH MHUMas. CyIleCTBYIOT CIOCOOBI BbISICHUTb, KTO CTOMT 32 aHOHUMHbBIM
aKKayHTOM;

4. He cTOUT BeCTH XyJIMTAaHCKUK 00pa3 BUPTyaJbHOM XU3HU. UHTepHeT GUKCUPYyeT Bce TBOU
JleHICTBUSA U COXpaHsAET UX. YIAJIUTh UX Oy/leT KpailHe 3aTPYAHUTEJIbHO;

5. Co61to/1alt CBOIO BUPTYAIbHYIO YE€CTh CMOJIOJY;

6. UrHopupy#l eauHUYHBbIA HeraTUB. OZHOpPa30Bble OCKOPOUTEJbHbIE COOOIEHHUS JIy4llle
urHopupoBaTb. OGbIYHO arpeccus MpeKpallaeTcs Ha Ha4yaJbHOW CTaiuH;

7. ban arpeccopa. B nporpaMmMax o6MeHa MTHOBEHHbIMH COOOLIEHUSMH, B COLUA/IbHBIX CETAX
€CTb BO3MOXXHOCTb 6JIOKMPOBKH OTIPABKU COOOLIEHUH C ONpe/ie/IEHHBIX aIpecoB;

8. Ec/iu ThI cBUJeTE/b KUOEPOY/IMHTA. TBOU 1eHCTBUS: BBICTYNIUTh IPOTUB NIpecje0BaTe s,
N0Ka3aTb €My, YTO ero JlelCTBUS OLleHUBAIOTCS HEraTUBHO, MOJAJEpKaTb KePTBY, KOTOPOU
HYy>KHa [ICUX0JIOTUYecKasi IOMOLb, COOGUIUMTD B3POCAbIM 0 paKTe arpeCCUBHOTO MOBeJIeHUS B
CeTH.

Mo6unbHbIN TeedoH

CoBpeMeHHble cMapTQOHbI U MJIAHLIETHI COZepKaT B cebe BIIOJIHE B3POC/bli QYHKLIMOHAJ, U
Tenepb OHU MOTYT KOHKYPUpOBaTb CO CTAallMOHAPHBIMU KoMIbloTepaMu. OfHAKO, CpeJCTB
3alLUTHI JJId OJO0OHBIX YCTPOMCTB NOKAa OYeHb MaJio. TeCTUpOBaHUE U MIOMCK YI3SBUMOCTEN B
HUX MPOUCXOJUT He TaK MHTEHCUBHO, Kak AJda IIK, To ke camoe kacaeTci U MOOUJIBHBIX
MPUJIOKEHHUM.

CoBpeMeHHble MOOWJIbHblE Opay3epbl y»Ke NpaKTHYeCKH JOTHAJW HACTOJIbHble aHaJsIOTH,
OZJHAaKO pacuivpeHue (QyHKIMOHaJ/la BJe4yeT 3a COO0M OOJIbLUIYI0 CJI0KHOCTh M MEHBIIYIO
3alUIIEHHOCTbD.

Jlaneko He Bce MNpPOU3BOJMTENU BBINYCKAalOT OOHOBJIEHUs, 3aKpbIBalolliue KpPUTHUYECKUE
ySI3BUMOCTH JIJI51 CBOUX YCTPOMCTB.

OcHOBHbIe COBETHI /1J11 6€3011aCHOCTH MOOHUJIBbHOTO TesiedoHa:

Huyero He sBJisgeTcAd mno-HacTosilleMy OecnulaTHbIM. Byab ocTopoxkeH, BeAb Korga Tebe
npeJiylaraloT 6ecljlaTHbII KOHTEHT, B HEM MOTYT ObITb CKPbIThI KaKHe-TO IJIaTHbIE YCIYTH;
Jywmaii, npexxze yeM otnpaBuTb SMS, doTo uau Buzeo. Thl TOUHO 3Haellb, IJle OHU OYAYT B
KOHEYHOM HUTOore?

Heo6x0a1M0 OOHOBJIATH ONlePaLlMOHHYI0 CUCTEMY TBOETro CMapTHOHa;

Hcnonb3yi aHTUBUPYCHbIE TPOrPaMMBbl J1/1s1 MOOUJIbHBIX Tesle(pOHOB;

He 3arpyxail npu/oxkeHHsi OT HEU3BECTHOrO HCTOYHHKA, BeJb OHHM MOTYT COJepKaTb
Bpe/IOHOCHOE NPOrpaMMHOe 06ecreyeHHUE;

[Tocsie TOro Kak Thl BbIM/ENIb C CAalTa, /i€ BBOAWUJ JIMYHYI0O HHPOPMALMIO, 3aiiJU B HACTPOUKHU
6pay3epa u yaaJau cookies;

[lepuoauyecku npoBepsii, KakKe MIaTHbIE YCAYTY aKTUBUPOBAaHbl HA TBOEM HOMEDE;

JlaBail cBOll HOMep MOOGUJIBHOTO TesiepOHA TOJBKO JIOJAM, KOTOPbIX Thbl 3Haellb U KOMY
JlOBepsiellb;

Bluetooth gomxeH 6GbITh BBIKJIIOUEH, KOrZa Thl UM He MoJib3yelibcs. He 3a6biBall MHOrAa
NpOBEPATH 3TO.

Online urpst

CoBpeMeHHble  OHJIAaMH-UTPbl - 3TO KpacoyHble, 3axBaTblBalolllUe  pa3BJeYeHUs],
00 beIMHSAIOLE COTHU ThICAY YeJIOBEK IO BCeMYy MUpPY. UTPOKHK UCCIeAYIOT JaHHbIM UM MUD,



001AI0TCA APYT C JPyroM, BBINOJHAKT 3a/laHUS, CPAXKAKOTCA C MOHCTPAMU M NOJIY4YalOT ONBIT.
3a yZ,0BOJIbCTBUE OHU IJIATAT: MOKYNAIOT JUCK, ONJIaYMBAlOT aOOHEMEHT WJIM NPUOOpeTaT
KaKHe-TO OILHH.

Bce 3Tu cpeacTBa UAYT Ha MOJJlep:KaHKe U pa3BUTHe UIPhI, @ TaKXKe Ha caMy 6e30MacHOCTh:
COBEpLIEHCTBYIOTCA CHUCTEMbl aBTOPU3allMM, BbBINYCKAIOTCA HOBble MNaTyd (uUdpoBBIE
3aJIaTKU JJis IPOrpaMM), 3aKpbIBalOTCS YSI3BUMOCTH CEPBEPOB.

B noi06HBIX Urpax CTOUT OMAcaTbCs HE CTOJbKO CBOMX COMEPHUKOB, CKOJIBKO KPaXXU TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOpPH3allMy OOJbIIMHCTBA UTD.

OcHOBHBIe COBETHI 110 6€30MaCHOCTH TBOEr0 UTPOBOT0 aKKayHTa:

1. Ecniu apyroit Urpok BeJieT cebs1 MJI0X0 UM CO3/JaeT Tebe HEMPUATHOCTH, 3a6JI0KUPYH ero B
CIHCKE UT'POKOB;

2. Iloxany¥icsa aJJMUMHUCTPATOpPaM WUIpbl Ha IJIOXOe MOBEJEHHE 3TOr0 UIPOKa, KesaaTeJbHO
NPUJIOKUTDb KaKHe-TO JJ0Ka3aTeJbCTBa B BUJIE CKPUHOB;

3. He yka3biBail In4HYy0 MHGOPMALMIO B Ipodaiijie Urphbl;

4. YBaxkall |pyrux y4aCTHUKOB 110 UTpE;

5. He ycranaB/iMBail HeopuLMaibHble IAaTYX U MOJIbl;

6. Ucnosib3yil c/102kHbIe U pa3Hble apoJiy;

7. Jlaxke BO BpeMsl UTPbI He CTOUT OTKJI0YATh aHTUBUPYC. [loKa ThI Urpaellb, TBOM KOMIBIOTEP
MOTYT 3apa3uTh.

@QUIIMHT UM KpaKa JIMYHBIX JaHHBIX

O6bIYHOM Kpakel JleHer Y JJOKYMEHTOB CerofiHs y»e HUKOrO He yJUBHIIb, HO C pa3BUTHEM
WHTEPHEeT-TEeXHOJIOTUN 3JIOyMBILJIEHHUKU IepeMeCTHUJINCh B HHTEPHET, U MNpPOJOJDKAIOT
3aHUMAaThbCsS "JIIOOUMBIM" 1E/I0M.

Tak mnosiBUJacb HOBasi yrposa: MHTepHET-MOLIeHHHUYecTBa WJM QUIIMHL, TJIaBHas Lesb
KOTOPOTO COCTOMT B MOJIYYeHUH KOHQPHUJEeHLHUAIbHbIX JaHHbIX 0Jb30BaTesel - JOTUHOB U
napoJieit. Ha anrsiniickom s3eike phishing unrtaerca kak ¢umuHr (ot fishing - peioHas 084,
password - napoJib).

OcHOBHbIE COBETHI 110 60pbOE ¢ PULIUHTOM:

1. Cnepu 3a cBOMM akKayHTOM. Ec/iv Thl moZjo3peBaellb, YTO TBOSI aHKeTa Oblja B3JIOMaHa, TO
Heo6X0MMO 3a06JIOKUPOBATh €€ U COOOLUTh aIMUHUCTPATOPaM pecypca 06 3TOM KaK MOXHO
CKOpee;

2. Ucnonb3yit Ge3onacHble BeO-CaiiThl, B TOM YHCJIe, HHTEPHET-Mara3uHoB U INOUCKOBBIX
CUCTEM;

3. Ucnonp3yi cnoxHble W pa3Hble NapoJjd. TakMM o6pa3oM, ecau Tebs B3JIOMAwT, TO
3JIOYMBIIIJIEHHUKH NOJ1y4aT AOCTYI TOJIBKO K OJJHOMY TBOeMy NpOQHUIIIO B CETH, a He KO BCEM;
4. Ecnu Tebs B3JIOMasiM, TO HEOOXOJAUMO MNpeAyNpeAruTb BCeX CBOUX 3HAKOMBIX, KOTOpbIe
Jlo6aBJIeHbl Y TeOs B IPY3bsiX, 0 TOM, YTO TebsI B3JIOMaJU U, BO3MOXKHO, OT TBOETrO UMEHHU OyeT
pacchLIaThCA CllaM U CChIJIKM Ha QUILMHIOBbIE CAaWThI;

5. YcranoBu HagexHbIN napoJib (PIN) Ha MoOGUIBHBIN TesedOH;

6. OTK/II0YM COXpaHeHHe napoJis B 6pay3epe;

7. He oTkpbiBail ¢paityibl U Apyrye BJIOXKEHHUS B MUCbMaX, JJaXke eCJIM OHU NMPUILIU OT TBOUX
Zpy3en. Jlydile yTOYHY Y HUX, OTIIPABJIAJIU JIU OHU Tebe 3TH daiibl.

Lludposas penyranus



lludpoBasa penyrayuus - 3TO HeraTHUBHas WJIM NO3UTHBHasA MHPoOpMaLUsA B ceTH O Tebe.
KomnpomeTupytouas nHopMalus, pa3MellleHHasi B UHTEPHETE, MOXKET Cepbe3HbIM 06pa3oM
OTPa3UThCS HA TBOEU peasibHOM kU3HU. "LludpoBas penyrauusa” - 3To TBOM UMUK, KOTOPBIN
dbopmupyeTcs U3 UHGoOpMal UK 0 Tebe B UHTEPHETE.

TBoe MecTO XUTeNbCTBa, y4ebbl, TBOe GUHAHCOBOE IOJIOKEHHWE, 0COOEHHOCTH XapaKTepa U
pacckasbl 0 6JIM3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue mnoOApPOCTKU JIETKOMBICIEHHO OTHOCATCA K NyOGJMKALMU JUYHOU HHPOpMaLUU B
WHTepHeTe, He NOHWMas BO3MOXKHBIX NOCJAeACTBUM. ThI fjaXke He CMOXellb 0TalaThCsA O TOM,
yTo poTtorpadus, pa3MelleHHas 5 JieT Has3a/, cTaja NPUYMHOM OTKasa NPUHATbL Teb6sA Ha
pa6orTy.

KomMeHTapuy, pa3MeleHre TBoux ¢poTorpaduil U Apyrue AelCTBUS MOTYT He UCUE3HYTh Jaxe
10CJIe TOrO0, KaK Thl UX yAalUllb. Thbl He 3Haellb, KTO COXpPaHUJ 3Ty UHGOPMaLUIo, Tonaja Ju
OHa B IOHUCKOBbIE CHCTEMbl M COXpPaHWJIAChb JIM OHAa, a TJIaBHOE: 4YTO MOAYMAalwT O Tebe
OKpy»Kalolljye JII0J1, KOTOpble HAWAYT U YBUAAT 3T0. HaTU MHPOPMALIMIO MHOTO JIET CIIyCTH
CMOXKeT JIIDOOH - KaK M3 J00pbIX MOOYXKJEeHUH, TaK U C HaMepeHUeM NPUYUHUTDL Bpe,. JTO
MOXET OBbITb KTO YTO/JHO.

OcHOBHbIe COBETHI 110 3alUTe LUPPOBOU penyTalyu:

1. [Toaymai, npexze 4eM 4YTO-TO NyOJIMKOBATh U llepe/ilaBaTh y cebs B 6J10Te UM B COLLMATIbHON
CeTy;

2. B HacTtpoiikax npodu/s yCTaHOBM OTpaHHMYEHHUs] HA NPOCMOTP TBOEero Nmpodu/s U ero
COZIEP>)KUMOTO, CAieJIall ero TOJbKO "I Apy3en”;

3. He pa3meniail U He yka3blBal UHQPOpPMaIMI0, KOTOpPasi MOXET KOro-JI1U60 OCKOPOJIATh WU
06MXKaThb.

ABTOpCKOE NpaBo

CoBpeMeHHble IIKOJbHUKU - aKTUBHbIE M0Jib30BaTeJu LUPpPOBOro npocrpaHcTBa. OfHaKo
JlaJIeKO He BCe 3HAIOT, YTO M0JIb30BaHHE MHOTUMHU BO3MOXKHOCTSIMU IIUPPOBOTO MUpa TpebyeT
CO06JII0/JeHHs TPaB Ha UHTEJIJIEKTYaIbHY0 COOCTBEHHOCTb.

TepMuH "HHTe/UIeKTya/lbHass COOGCTBEHHOCTh" OTHOCHUTCA K pPas3JIMYHbIM TBOPEHHUSAM
4yeJI0BeYeCKOr0 yMa, Ha4yMHasl C HOBbIX U300peTeHUI U 3HaKOB, 0003HAaYal0IUX COOCTBEHHOCTh
Ha MPOAYKTbl M YCJAYyTH, U 3aKaHUYMBasg KHUramH, ¢otorpadusiMy, KUHOPUIBMAMU H
MY3bIKaJIbHBIMU NPOHU3BEIEHUSIMH.

ABTOpCKUe NpaBa - 3TO IpaBa Ha UHTEeJJIEKTYa/IbHYI0 CO6CTBEHHOCTb Ha IPOU3Be/JeHUs HAyKH,
JINTEPATypbl U KMCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIT B KayeCTBe FapaHTHUU TOTO, YTO
HWHTEeJJIEKTya/IbHbIA /TBOPYECKUN TPYA aBTOpA He OyZeT HalpacHbIM, JIACT eMY CIIpaBeAJIUBbIe
BO3MOXXHOCTH 3apaboTaTb Ha pe3yJbTaTaX CBOEro TpyJAa, NOJYyYUTb H3BECTHOCTb MU
npusHaHue. HUKTO 6e3 pa3spelieHus aBTOpa He MOXeT BOCIPOU3BOJUTh €ro MpoH3Be/leHUE,
pacnpocTpaHAThb, Ny6JUYHO JEeMOHCTPUPOBATh, NpoJaBaTb, UMIOPTUPOBATh, MyCKaTb B
NpoKaT, NyO6JUYHO WCIOJNHATh, MOKAa3blBaTh/UCHOJHATL B 3¢Upe HJIU pasMelaTb B
WuTepHere.

Hcnonb3oBaHue "MUPATCKOro" MporpaMMHOr0 ob6ecreyeHUsi MOXeT MPUBECTH K MHOTUM
pUCKaM: OT MOTEepPU JJaHHbIX K TBOMM aKKayHTaM [0 GJOKHUPOBKH TBOEro YCTPOMCTBa, rje
yCTaHOBJIEHA HeJleraJibHasg nporpaMMa. He cToWUT Takxke 3abbIBaTh, UYTO CYLIeCTBYIOT
JieraJibHble U OecliaTHbIe IPOrpaMMbl, KOTOpPble MOKHO HAaUTH B CETH.

O noprasne



CeTeBUYOK.p® - TBOM IJIaBHBIM COBETYHUK B C€TH. 3/1€Ch Thl MOXelIb Y3HATb 0 6€30MacHOCTH B
CeTHU MOHATHBIM W JOCTYNHBIM fI3bIKOM, a NPH BO3HMKHOBEHUHU KPUTHUYECKON CHUTyalluu
06paTUTHCS 32 COBETOM. A TaKKe MPUHATh yYacTHe B KOHKYpPCaX U CTaTb CaMbIM LIUPPOBBIM
rpaxaaHuHoM!

[Ipunoxenue N 3
MTAMATKA J1J11 POAUTEJIEM OB UH®OPMAILIMOHHOM BE3OITACHOCTHU JIETEX

OnpepesneHnue TepMuMHA "HHOpMalLMOHHAsg 0e30MacHOCTb JeTel” COAEpXUTCS B
®epepanbHoM 3akoHe N 436-03 "0 3auiuTe feTed oT UHPOPMALMH, TPUIYMHAIOLIEN BpeJ, UX
3/I0pOBbI0 M Pa3BUTUIO", PETYJUPYIOIUM OTHOILEHHUS, CBS3aHHble C 3alIUTON JeTed OT
vHOpMaLuy, NPUYUHAIOILEN BpeJ HUX 340pOBbl0 M (WaM) pa3BUTHI. COrsacHO JaHHOMY
3aKOHY "MHpOpMalMoHHasi 6e30MacCHOCTb JeTed" - 3TO COCTOsIHME 3allUIEeHHOCTH, MpHU
KOTOPOM OTCYTCTBYeT PUCK, CBI3aHHbIN € IpUYMHEHHEM UHPOpMaLMel BpeJia UX 3[,0POBbI0 U
(nnn) dusmyeckoMy, ICUXUYECKOMY, JYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTHIO.
B cuny ®epepanbHoro 3akoHa N 436-®3 nHdopmanvel, NpUUUHAOILENR Bpes 3J0POBbI0 U
(nsin) pa3BUTHUIO AETEM, ABISIETCS:
1. nndopManus, 3anpelieHHas AJ5 paclpoCcTpaHeHUs CPeJiU JleTel;
2. vHboOpMaLus, pacnpoCTpaHEHUe KOTOPOM OrpaHHWYeHO CpeAu JeTel ompefeseHHbIX
BO3PAaCTHBIX KaTETOPUH.
3. Kundpopmanuy, 3anpelieHHOH A1 pacpoCTPaHeHUs CPeiu JleTel, OTHOCUTCS:
4. vnpopManus, nobyxaarouias jeTel K COBepUIeHUI0 e CTBUH, NPe/ICTaBAAIIINX YTPO3Y UX
»KU3HU U (WJIM) 3J0POBbIO, B T.4. IPUUYUHEHHIO Bpe/ia CBOEMY 3/J0POBbIO, CAMOYOUHCTBY;
5. cnocoObHOCTb BbI3BAaThb y [JeTed ’KeJaHUe YHNOTPeOUTb HApPKOTUYECKHE CpPeJCTBa,
IICUXOTPOMNHbIe U (MIM) OJypMaHHBAWILME BellleCTBa, TabauHble U3/le/Hsl, aJKOTOJbHYIO U
CIUPTOCO/epPrKalllyto NPOAYKIMIO, MMBO U HAIIUTKH, U3TOTaBJIMBaeMble Ha er0 OCHOBE; IPUHATD
ydacThe B a3apTHbIX WrpaxX, 3aHUMATbC MPOCTUTYIMEH, OPOASKHUYECTBOM WJIHU
MOMPOIIaHUYECTBOM;
6. 060CHOBBIBAIOLAs UJIM OIlpaB/blBal0Ias JOMYCTUMOCTb HACUIUSA U (MJIN) 2KECTOKOCTHU JIM60
nob6yx/amwlass OCyLeCTBASATb HAaCUIbCTBEHHble JeWCTBUS [0 OTHOINEHHWIO K JIIOASAM U
*KUBOTHBIM;
7. OTpUIAKOINAs CeMelHble IIeHHOCTU U popMHUpYIOlas HEYBaKeHHEe K POAUTENSAM U (HJIN)
JIpyTUM 4JIeHaM CeMbU;
8. onpaB/ibpIBaoIasi IPOTUBONPABHOE NOBE/IEHUE;
9. copeprallas HelleH3ypHYI0 OpaHb;
10. copeprkalast MHGOpMaLMIO MOPHOTpadUYECKOro xapakTepa.
K wundopmanuu, pacnpocTpaHeHHe KOTOPOW OrpaHUYEHO CpeAUu JieTell ompe/eseHHOTo
BO3pacTa, OTHOCHUTCH:
1. uHbopManus, npejcTaBiaseMas B BHJEe H300pKEHUS WM ONHCAHUSA >KECTOKOCTH,
¢u3n4IecKoro u (MJK) MCUXUIECKOTO HACUJIUS, TPECTYIIJIEHHUS U1K HHOTO aHTHOOIeCTBEHHOTO
JeHCcTBUS;
2. BbI3bIBAIOLIAsA Y IeTeH CTpaX, y»Kac UM NaHUKY, B T.4. [Ipe/iCTaB/isieMasi B BUJle U300 paXKeHUs
WJIM ONIMCAaHUA B YHIKAIOLEH YeJI0BeuYeCKoe JOCTOMHCTBO GOpMe HeHACUJIbCTBEHHON CMEPTH,
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3aboJieBaHMs, CaMOYOUHCTBA, HECYACTHOIO CJy4Yas, aBapuM WJIM KaTacTpodbl U (MJIHU) HX
MOCJIEICTBUY;

3. mpejacraBssieMass B BHU/Jle HU300paXKeHUsS] WM ONUCAHUS MOJIOBbIX OTHOUIEHUH MeEXJy
MY>KUYUHOM U KEHUUHOU;

4. copeprkallias 6paHHbBIE CJI0BA U BbIpaXKeHH s, He OTHOCAIMECS K HelleH3ypHOU 6paHu.

C ydyetoM storo Bam mpejuaraioTcss mpaBuJia paboTbl B ceTU WHTepHeT A/l pa3/IMYHbIX
BO3pACTHBIX KaTeropuu, cobJiro/ieHue KOTOPbIX MO3BOJIMUT 06ecrnedyuTb MHPOPMALUOHHYIO
6e30MacHOCTb BallUX JeTeu.

O6uire npaBuJa AJjsl poguTenen

1. HezaBucHMO OT Bo3pacTa pebeHKa UCMOJb3yiTe NPorpaMMHOe obecriedeHue, ToMorarliee
bUABTPOBATH M KOHTPOJUPOBATh MHPOPMALIHIO, HO He NToJIaraiTech MOJIHOCTHIO Ha Hero. Bare
BHMMaHUeE K peOeHKY - IJIaBHbII MeTO/] 3alUThI.

2. Eciu Bam pebeHOK MMeeT aKKayHT Ha OJJHOM M3 colidajibHbIX cepBucOB (LiveJournal,
blogs.mail.ru, vkontakte.ru 1 T.1.), BHUMaTeJIbHO U3Y4YHUTe, KaKy0 HUHGOpPMaL KO NOMELAIOT ero
Y4aCTHUKHU B CBOUX NPODUJIAX U 6Ji0rax, BKI04as ¢poTorpaduu U BUJEO.

3. [IpoBepbTe, C KAKUMU JAPYTMMU CalTaMU CBfI3aH COLiMAJIbHbIM cepBUC Bamiero peb6eHka.
Ctpanuuku Bauero pe6eHka MOryT ObITb 6€30MaCHbBIMHM, HO MOTYT M COJlep>KaTb CCbLJIKUA Ha
HexXeJlaTeJbHble U ONacHble CaWThbl (HAapUMep, MOPHOCAWT, UM CAaWT, HA KOTOPOM JApYyT
yIOMHHaeT HOMep COTOBOro TesedoHa Baulero pebeHka uau Baw goMaiHui agpec)

4. MoompsaiTe Bamux feTell coobmwaTb 060 BCEM CTPAaHHOM WJIM OTTAJKMBAWILEM U He
CJIMUIKOM OCTPO pearupyrTe, KOT/a OHMU 3TO JesalT (U3-3a omaceHUs NOTepsATb AOCTYN K
WUHTEepHeTY ieTH He FOBOPAT POAUTEJSAM O MPob6aeMax, a TaAKXKe MOTYT Ha4aTh UCI0JIb30BAaTh
WHTepHeT BHe J0Ma U IIKOJIbI).

5.ByabTe B Kypce ceTeBoM )KHU3HU Baliero pebenka. MUHTepecyiiTech, KTO UX ApYy3bsl B UHTepHeET
TaK e, KaKk UHTepecyeTeCh pea/IbHbIMU JIpy3bAMH.

Bospacr ot 7 0 8 net

B HWHTepHeTe pebGeHOK CTapaeTcsl MOCETUTh Te WJU HHble CaWTbl, @ BO3MOXHO MU 4aThl,
paspelleHHe Ha NocelleHUue KOTOPBIX OH He MOJy4uJi 6bl OT poAuTeseil. [loaToMy poauTensam
0COOEHHO I0JIe3Hbl OyJAyT Te OTYeThbl, KOTOpble MpeAOCTABJAKTCA IporpaMMaMH IO
OTpaHUYEHHUI0 UCNO0JIb30BaHUsA HHTepHeTa, T.e. PoAuTE/NbCKUI KOHTPOJIb MJM TO, YTO BbI
CMOKeTe yBU/JIeTb BO BpeMeHHbIX ¢aiiax. B pesynbraTe, y pebeHka He OyAeT OLylLeHUs, YTO
3a HUM Be/IeTCs IOCTOSIHHBIA KOHTPOJIb, O/IHAKO, POJUTENH OYAYT MO-NPEeXXHEMY 3HATh, KaKue
CalThI NocellaeT UX pebeHOoK. /leTu B JaHHOM Bo3pacTe 06J1aal0T CUJIbHBIM YYBCTBOM CEMbH,
OHU JIOBEpPYUBBI U HE COMHEBAIOTCSA B aBTopuTeTax. OHU JIIOGAT UrpaTh B CETEBble UTPHI U
NyTelleCcTBOBATh 0 UHTEPHETY, UCN0/Ib3YS 3JIEKTPOHHYIO OYTY, 3aX0AUTh HA CAaUThI U YaThI,
He peKOMeH/J0BaHHbIe pOAUTENAMH.

CoBeThl 10 6e30MacHOCTH B ceTH UHTepHeT s feTelt 7 - 8 et

1. Co3paiTe CIMCOK JOMAIIHUX paBUJ nocelleHUs UHTepHeTa IpyU y4acTUH ieTel U TpebyiTe
€ro BbINOJIHEHUSI.

2. TpebyiiTe or Baumero pebeHka CcoOJIOZleHUSI BpEMEHHbIX HOPM HaxOXJeHUs 3a
KoMnbioTepoM. [lokaxkuTe pebGeHKy, 4TO Bbl HabJloZjlaeTe 3a HUM He MoToMy 4YTo Bam 3To
X0YeTcs, a IOTOMy YTO Bbl 6ecriokonTech 0 ero 6e30nacHOCTH U BCer/ia FOTOBbI eMy IOMOYb.

3. Komnblotep ¢ nogkiaodyeHueM K UHTepHeTy [0/KeH HaXOAUTHCA B 00lledl KOMHATe INOJ
NPUCMOTPOM POJIUTEJEN.



4. Ucnosib3yiTe crielidajibHble IETCKUE TOMCKOBbIE MAIIMHbI.

5. Ucnonb3yiTe cpeacTBa GJOKUPOBAHUS HeXeJNATeJbHOI0O KOHTEHTA KaK JOMOJIHEHHE K
CTaHAapTHOMY PoaMTe/IbCKOMY KOHTPOJIIO.

6. Co3aiiTe ceMeMHbIN 3JIEKTPOHHBIH UK, YTOObI He TO3BOJIUTD JIETSIM UMETb COOCTBEHHbIE
azapeca.

7. BnokupyiTe AocTyn K calTaM C OeCHJIaTHbIMHM TMOYTOBBIMHM SIIIMKAMH C TMOMOLIbIO
COOTBETCTBYIOLIET0 MPOrPaMMHOI0 06ecreyeHUsl.

8. [IpuyuunTe meTeill coBeToBaThbCcs ¢ Bamu nepej ony6/1MKOBaHUEM KaKOH-J1M60 MHOpMaLUU
CpeJicCTBaMM 3JIEKTPOHHOM MOYThI, YaTOB, PETUCTPALMOHHBIX GOPM U POoPHUIIEH.

9. HayuuTe fieTell He 3arpy»aThb ¢paiibl, IPOrpaMMbl UM MY3bIKy 6€3 Balllero CorJiacusl.

10. He paspelaiiTe 1eTSIM UCIIOJIb30BaTh C/1YKObl MTHOBEHHOI'0O 0OMEHa COOBLeHUSIMU.

11. B "GesbIi" CNHUCOK CAaWTOB, pa3pelleHHbIX [Jisl MOCelleHHs], BHOCUTE TOJbKO CaUThl C
XOpolllel penyTaluen.

12. He 3abb1BaliTe 6ecenoBaTh C eTbMU 00 UX Ipy3bsiX B UHTepHeTe, Kak ec/iv Obl peyb Llja o
JPy3bsIX B peaJibHOMW KHU3HHU.

13. He penaiiTe "Taby" U3 BONMPOCOB MOJIOBOM KM3HH, TaK Kak B UHTEpHETE A€TH MOTYT JIETKO
HATKHYTbCS Ha MOpHOTrpadUIo UJIKU CAUTHhI "AJ18 B3POCIbIX .

14. lIpuyuuTe Bamero pe6eHka coobLaTh BaM O JIIOObIX yrpo3ax WM TPeBOrax, CBSI3aHHbIX C
HUuTtepHeToM. OcTaBalTeCh CIOKOWHBIMHA U HAIOMHUTE JI€TSIM, YTO OHU B 6€30MaCHOCTH, €CJIU
CaMM paccKasaJii BaM O CBOMUX TpeBorax. [loxBajsiMTe UX WU MOCOBETYHTe MOJOUTH elije pa3 B
NOJ0GHBIX CAYYasIX.

Bospact geteit oT 9 0 12 seT

B fgaHHOM Bo3pacTe JeTH, KaK MPaBWJIO, YK€ HACJAbIIIAHBI O TOM, Kakas HWHpopManus
cyuectByeT B MHTepHeTe. CoBeplIeHHO HOPMAJ/IbHO, YTO OHU XOTSAT 3TO YBUAETH, IPOYECTD,
ycabimaTh. [[py 3TOM HY»KHO MOMHHUTb, YTO JIOCTYIl K HeXeJaTeJbHbIM MaTepuasaM MOXXHO
JIETKO 3a6JIOKUPOBATh MPU MOMOIIU CPeACTB POAUTENBCKOr0 KOHTPOJIS.

CoBeThl M0 6€30MacHOCTH AJid AeTer oT 9 1o 12 neT

1. Co3paiiTe CIMCOK AOMAIIHUX NPaBUJI NocellleHus: UHTepHeT NpU y4acTUU JleTeN U TpeoylTe
€ro BbINIOJIHEHUSI.

2. TpebyiiTe oT Bawero pebeHka co6/110/ieHUsI HOPM HaX0XJAeHHUs 32 KOMIIBIOTEPOM.

3. Habawpgaite 3a pebeHKOM Npu paboTe 3a KOMIBIOTEPOM, MOKAXKUTE €My, 4TO Bl
6eCroKOHTEeCh O ero 6€30MacCHOCTU U BCer/ia rOTOBbl 0Ka3aTh €MY IMOMOIIlb.

4. KomnbloTep ¢ nojk/wodyeHueM B UHTepHeT J0/KeH HAXOJAUTbCS B 00Ied KOMHATe MOJ,
NPHUCMOTPOM POJUTEJEH.

5. Wcnonp3yiTe cpeacTBa GJOKUPOBAHHUS HEXEJNATEJbHOIO KOHTEHTA KaK JOIMOJIHEHHE K
CTaHIapTHOMY PoZiiTe/IbCKOMY KOHTPOJIIO.

6. He 3a6biBaliTe MpUHUMATh HENOCPeJCTBEHHOE y4acTHe B »KU3HU pebeHKa, 6eceloBaTh C
JleTbMU 00 UX Apy3bsix B UHTepHeTe.

7. HactauBaiiTe, 4TOOBI IeTU HUKOT/Ia HE COTJIAIIAJUCh HA JIMYHbIE BCTPEYHU C APY3bSIMHU MO
HHuTepHeTy.

8. [o3BosIsANTE AETAM 3aXOJUTh TOJBKO Ha CalThl U3 "6esioro” Crnucka, KOTOpPbIM co3jainTe

BMeCTe C HUMHU.



9. lIpuyuuTe fleTell HUKOT/ia He BbIJABaTh JIUYHYI0 MHPOPMALIUIO CPeSCTBAMU 3J1eKTPOHHOMU
MOYThI, YaTOB, CHCTEM MTHOBEHHOI'0 06MeHa COOOIEeHUSIMH, PETUCTPALMOHHBIX POPM, TUUHBIX
npodusiel ¥ NpU perucTpanydu Ha KOHKypchl B UHTepHeTe.

10. [IpuyuynTe feTell He 3arpyatb porpaMMsl 6e3 Bauiero paspemeHnusa. O6bsCHUTE UM, YTO
OHM MOTYT CJy4alHO 3arpy3uTb BHUPYCbl WJM J[Apyroe HexeJjaTeJbHOe IpPOrpaMMHOe
obecrnieyeHue.

11. Co3paiiTe BaieMy pe6eHKY OrpaHUYEHHYI0 YYeTHYIO0 3alUCh JIJIs1 pa60Thl HA KOMIIBIOTEPE.
12. [Ipuy4uTe Bamero pe6eHka coo6uaTh BaM O JIIOOBIX yIpo3ax WU TPeBOrax, CBA3aHHBIX C
WuTepHeTOM. HamlOMHUTE [1eTAM, UTO OHU B 6€30M1aCHOCTH, €C/IM CaMU paccKasa/id BaM 0 CBOUX
TpeBOrax v ONaceHUsIX.

13. PacckaxkuTe aeTsiM o mopHorpadpuu B UHTepHeTe.

14. HactauBaiiTe Ha TOM, YTOOBI JeTH MPEOCTABJSAIA BaM JOCTYI K CBOEH 3JIEKTPOHHOMU
1I0YTe, YTOOBI Bbl YO€JUIUCh, YTO OHU He 06LIAI0TCA C HE3HAaKOMIIaMHU.

15. O6'bsicCHUTE AEeTAM, YTO HeJib3s MCIOJIb30BaTh CeTh JJISl XyJUTAaHCTBA, pacCIpOCTPaHEHUs
CIJIETEH UJIK YTPO3.

Bospact getel ot 13 1o 17 seT

B 3TOM BoO3pacTe MNOAPOCTKU aKTHBHO MCHOJIb3YIOT IOUCKOBble MalllUHBI, IOJIb3YHTCH
3JIEKTPOHHOM MOYTOM, C/1y?K6AaMU MITHOBEHHOTO 0OMeHa COO00IeHUAMHU, CKaUMBalOT MY3bIKY U
¢usnbMbl. MasbuMKaM B 3TOM Bo3pacTe 0oJibllle MO HpaBy CMeTaTb BCe OrPaHUYEHMUSs], OHU
KXY T rpyboro roMopa, a3apTHbIX UTP, KAPTHUHOK "/1J1s1 B3pOCbIX'. [leBOYKHU NpeAOUYUTAIOT
oblaTbcad B YaTax, NPU 3TOM OHM ropa3fo 6Gojiee YyBCTBUTEJNbHbl K CEKCyaJbHbIM
JoMorarTeyibcTBaM B UHTepHeTe.

3a4acTyo B JAHHOM BO3pacTe POJUTeJSIM y>Ke BeCbMa CJI0’KHO KOHTPOJIMPOBATh CBOUX JleTeH,
TaK Kak 06 UHTepHeTe OHU yKe 3HAIOT 3HaUYUTebHO 60Jibllle CBOUX poAuTesiell. TeM He MeHee,
He OTHyckKaWTe JAeTed B "cBoOboaHOe MiaBaHue" mno HMHTepHeTy. CrapaliTeCcb aKTHBHO
y4acTBOBATh B 001leHUU pebeHKa B UHTepHeTe.

BaxxHO mo-mpexHeMy CTpoOro co6J104aTh npaBuya UHTepHeT-06€30MacHOCTH - COrJlalleHue
MeX/ly poAUTeNsIMU U JleTbMU. KpoMe Toro, He06X0jMM0O Kak MOXHO 4allle TpoCMaTPUBaTh
OTYETHI 0 lesITeIbHOCTU AieTel B UHTepHeTe. CiieyeT 06paTUTh BHUMaHHUe HAa HE06XO0AUMOCTb
coZlep>KaHUA POAMUTEJIbCKUX NMapoJied (mapoJied afMUHUCTPATOPOB) B CTPOTOM CeEKpeTe U
06paTHUTh BHUMaHHE Ha CTPOTOCTb 3TUX MApPOJIEH.

CoBeTbl 10 6€30MACHOCTH B 3TOM Bo3pacTe oT 13 10 17 jsieT

1. Co3paiiTe CIMCOK JOMALIHUX NpaBuUJ NocelleHUss HTepHeTa NpU y4acTUH MOJPOCTKOB U
TpebylTe 6e3yCJIOBHOrO ero BblMoJHeHUs. O6roBopure ¢ pe6€HKOM CHHCOK 3amlpelieHHbIX
caToB ("4epHbIM cnUCOK"), 4ackl paboTbl B MHTEpHETEe, PYKOBOACTBO MO OOLIEHHIO B
HUHTepHeTe (B TOM YMC/IeE B YaTax).

2. KoMmnbloTep ¢ noAK/I0YEHUEM K ceTH HTepHEeT Jj0/KeH Hax0JUThCs B 001 el KOMHATe.

3. He 3a6bIBaiiTe 6ecefjoBaTh € IeTbMU 00 UX APY3bsiX B UHTEpHETE, 0 TOM, YEM OHHU 3aHSIThI
TakKUM 00pa3oM, OYATO peub UAET O APY3bsixX B peajibHOU KM3HU. CpaliuBanTe 0 JIOAAX, C
KOTOPBIMHU JIETH O06GLIAIOTCSA OCPEJCTBOM CIY»KO6 MITHOBEHHOTO 06MeHa COO061eHUSIMU, YTOOBI
y6eUThCs, YTO 3TH JIIOJW UM 3HAKOMBL.

4. Wcnonb3ydTe cpefcTBa OJIOKMPOBAHUA HeXeslaTeJbHOTO KOHTEHTAa KaK [0N0JIHEHHEe K
CTaHJapTHOMy PouTesIbCKOMY KOHTpPOJIIO.



5. Heo6xonMo 3HaTh, KAKMMM 4aTaMU NoJb3y0TCA Bamu fgetu. [loowpsaiiTe ncnosib3oBaHue
MOJlepUPYeMbIX YaTOB U HACTaUBaKTe, YTOODI JIeTH He 06LIAJNCh B IPUBATHOM pEXUME.

6. HacrauBaiiTe Ha TOM, YTOOBI JleTHU HUKOT/A HE BCTPEYAJIUCh JIMYHO C APY3bSIMU U3 CETH
HHuTepHerT.

7. llpuyynTe feTed He BbIJAaBaThb CBOI JIMYHYI0 MHGOpPMalMI0 CpeACTBAMM 3JIEKTPOHHOU
MOYThI, YaTOB, CHCTEM MTHOBEHHOI'0 06MeHa COOOIEeHUSIMH, PETUCTPALMOHHBIX POPM, TIUUHBIX
npodusiel ¥ NpU perucTpalnu Ha KOHKypchbl B UHTEepHeTe.

8. [IpuyuynTe neTel He 3arpy:aTh NporpaMmbl 6e3 Baurero paspemenHus. O6'bsICHUTE UM, YTO
OHU MOTYT CJY4YalHO 3arpy3uTb BUPYCbl WJIHA [Jpyroe HexeJaTeJbHOe IPOrpaMMHoOe
obecrnieyeHue.

9. [IpuyuuTe Baiero pe6eHka coobLUaTh BaM 0 JIDObIX YIrpo3ax MJM TPeBOTraX, CBSI3aHHBIX C
WuTepHeToM. HanoMHUTE AeTAM, YTO OHU B 6€30M1aCHOCTH, €CJIM CAMU paccKa3aJiv BaM, 0 CBOUX
yrpo3ax UM TpeBorax. [loxBajnuTe UX M IOCOBETYWUTe NOJOMNTH ellle pa3 B NOJ0OHBIX CAydasiX.
10. Pacckaxkute feTsiM o nopHorpad¢ur B HTepHeTe. [loMOorute MM 3alUTUTHCA OT CHaMma.
HayuyuTe noApoCTKOB He BblJlaBaTh B UHTepHeTe CBOero peajibHOI0 3JIeKTPOHHOTO apeca, He
OTBeYaTh Ha HexeJslaTeJbHble MMCbMa U UCN0JIb30BaTh CHelUalbHble I0YTOBbIE PUIbTPHL.

11. [IpuyynTe ce651 3HAKOMUTbLCSA C CAUTAMU, KOTOPbIE NOCELAI0T NOAPOCTKH.

12. HayuyuTe feTel yBaxkaTb JpyrMX B MHTepHeTe. YOeauTeChb, YTO OHU 3HAKOT O TOM, UTO
npaBUJIa XOPOLIEro NOBeJleHUs JeCTBYIOT Be3/e - Jake B BUPTYaJIbHOM MHUPE.

13. O6bsAcHUTE AETAM, YTO HU B KOEM CJiydae HeJsb3s UCNO0Jb30BaTh CeTb A/ XyJIMTaHCTBa,
pacnpocTpaHeHUs CIJIETEH UJIK YI'PO3 APYTUM JIOASAM.

14. O6cyauTe € MOAPOCTKAMU MPOOGJIEMBbI CeTEBbIX a3apTHBIX UTP U HMX BO3MOXKHBIM PHUCK.
HanoMHHTe, 4TO leTU HE MOTYT UTPaTh B 3TU UTPHI COrJIACHO 3aKOHY.

[IocTOAHHO KOHTpOJUpYHTe wucnosb3oBaHUue HWHTepHeTa Bamum pebeHkom! 3To He
HapylleHHWe ero JIMYHOr'0 NPOCTPAHCTBA, a Mepa NpeJOCTOPOXKHOCTU U MposABJIeHHe Baei
POAUTENbCKON OTBETCTBEHHOCTH 1 3a00THhI.



